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By combining the principle of least privilege with a modern approach of contextual 
access, multi-factor authentication (MFA) and network access, organizations can 
maintain a more agile security model that is right for a cloud and mobile-first era.

The result is that organizations can reduce their attack 
surface and ensure sensitive data only gets accessed 
by people that need it under approved, validated 
context, which reduces risk.

What is ZTNA? 
The concept of Zero Trust Network Access (ZTNA) is 
simple: trust no user or device and always verify.

A successful Zero Trust approach looks at three things: 

1. A user’s credentials 

2. The data that person is trying to access

3. The device (i.e., the endpoint) that person uses 



Why do I need to learn about ZTNA?  
Gartner* predicts that by 2025, at least 70% of new remote access deployments 
will be served predominantly by ZTNA as opposed to VPN services, up from 
less than 10% at the end of 2021.
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What are the key principles of ZTNA? 
    Know your architecture, including users, devices, and services

    Create a single strong user identity 

    Create a strong device identity 

    Authenticate everywhere

    Know the health of your devices and services

    Focus your monitoring on devices and services

    Set policies according to the value of the service or data

    Control access to your services and data 

    Don’t trust the network, including the local network

    Choose services designed for zero trust
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What are the benefits of using ZTNA?  
Virtual Private Networks (VPNs) grant complete access to a Local Area Network 
(LAN). ZTNA solutions default to deny access, providing access only to services the 
user has been explicitly granted.

VPNs were designed to grant complete access to a LAN, offering a private, encrypted 
tunnel for remote employees to connect to the corporate network. Unfortunately, VPN 
lacks the granularity to control and see what users can do and which applications they 
can access. Once user access is granted, they can access anything on the network, 
leading to security gaps and policy enforcement problems.

Zero Trust Network Access 2.0 overcomes the limitations of legacy 
ZTNA solutions, providing secure connections to deliver better security 

outcomes for businesses with hybrid workforces

True least-privileged access
Identify applications based on App IDs 
at Layer 7. This enables precise access 
control at the app and sub app levels, 
independent of network constructs like IP 
and port numbers. 

Continuous trust verification 
Once access to an app is granted, trust is 
continually assessed based on changes 
in device posture, user behavior and app 
behavior. If any suspicious behavior is 
detected, access can be revoked in real 
time.



Continuous security inspection 

Deep and ongoing inspection is conducted 
on all traffic, even for allowed connections, 
to prevent all threats, including zero-day 
threats. This is especially important in 
scenarios where legitimate user credentials 
are stolen and used to launch attacks 
against applications or infrastructure.

Protect all data 

Consistent control of data is applied across 
all apps used in the enterprise, including 
private apps and SaaS, with a single DLP 
policy.
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Secure all apps 
Consistently secure all applications used 
across the enterprise, including modern 
cloud native apps, legacy private apps 
and SaaS apps as well as apps that use 
dynamic ports and those that leverage 
server-initiated connections. 



Are there also risks of 
adopting ZTNA? 
Attackers could attempt to compromise the trust broker 
system. Although unlikely, the risk isn’t zero. ZTNA 
services built on public clouds or housed in major internet 
carriers benefit from the provider’s tenant isolation 
mechanisms. Nevertheless, collapse of the tenant 
isolation would allow an attacker to penetrate the systems 
of the vendor’s customers and move laterally within and 
between them. A compromised trust broker should fail 
over to a redundant one immediately. If it can’t, then it 
should fail closed — that is, if it can’t deflect abuse, it 
should disconnect from the internet. Favor vendors that 
adopt this stance. In addition, verify that vendors maintain 
their own security operations teams that diligently monitor 
their infrastructure for issues affecting the integrity of the 
service

ZTNA architectures that combine device authentication 
with user authentication contain this threat to a degree 
— stopping the attack from propagating beyond the 
device itself. When possible, MFA should accompany 
any ZTNA project.

Given the single point of failure concerns with 
trust broker failure and user credentials, ZTNA 
administrator accounts are ripe for attack. Limit the 
number of administrators, monitor their activities 
to reduce insider threats, and favor vendors that 
require strong authentication for administrators by 
default. Monitor these as well.
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Where can Katalyst help with ZTNA ?  

Identity 
Authentication 

Identify Stores

Risk Assessment  (vCISO & ProVision) 

Visibility and Analytics Capability (ProVision)

Automation and Orchestration Capability (xSOAR workflows) 

Governance Capability (vCISO/GRC policy review/dev)

Device
Compliance Monitoring (VCISO assessment) 

Data Access (EDR, OS Logs, ProVision) 

Asset Management 

Visibility and Analytics Capability

Automation and Orchestration Capability

Governance Capability 

Network/ Environment 
Network Segmentation 

Threat Protection (ProVision, MDR) 

Encryption

Visibility and Analytics Capability (ProVision) 

Automation and Orchestration Capability (xSOAR)

Governance Capability (ProVision, vCISO)  

Application Workload 
Access Authorization 

Threat Protections 

Accessibility 

Application Security (Vulnerability Scanning, Pen Testing) 

Visibility and Analytics Capability 

Automation and Orchestration Capability 

Governance  Capability 
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About Katalyst

For over 16 years, Katalyst has helped organizations create and execute their technology 
vision to go further, faster. From addressing complex challenges to embracing exciting 
opportunities, clients trust our team’s experience and expertise across cybersecurity, 
modern infrastructure, and cloud computing.

Take your next step forward with advice you can trust and a tailored solution from our 
comprehensive suite of on-demand and ongoing IT services — if you are not 100% 
satisfied with our services, we will either make it right or refund you for the last 30 days of 
service.

https://www.katalystng.com/schedule-call

