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How can I get the best price for coverage? 

1. Request multiple quotes from your broker

2. Add addendums to the insurer’s questionnaires. 
Don’t just answer yes or no to questions like “Are 
you meeting compliance requirements?” or 
“Do you have Multi-Factor Authentication in 
place?” Make sure you clarify responses by 
adding context, such as:

“Foresite assessed our PCI compliance 
on 2/13/23. We are addressing the need 
for an annual penetration test of our 
Cardholder Data Environment with the 
first test scheduled on 4/1/23” or “The 
majority of our current staff have MFA 
enabled. Still, we have two users 
with older equipment that does not 
support MFA.”

What is Cyber Insurance? 
Technically, there is no such thing as cyber insurance. It’s not 
a legal term or even an insurance industry term. Think of it as 
risks and exclusions – cyber events that put your business at risk 
and what exclusions could prevent you from collecting on your 
coverage.

Why have the rates for commerical coverage increased 
so much? 

When coverage for cyber events was first added to commercial policies, there wasn’t any 
history for insurers to judge the probability of an event or the costs related to different types 
of events. Insurers are seeing that their loss ratios are going up, they are losing more 
money on these policies, so they are raising rates and adding exclusions.



How do we know if we have the right 
coverage? 

Get your IT, CFO, and other department heads’ input on what kind of cyber event 
could significantly impact your business. Could it be ransomware that shuts down a 
production line, a business email compromise that redirects a $1,000,000 payment to 
a hacker’s account, or exposure of sensitive files or proprietary business secrets? 

Next, meet with your insurance broker and ask them to show you where you have 
coverage for those scenarios and any coverage limits and exclusions. For example, 
if your CFO sent the wire transfer to the wrong account because a hacker tricked 
them, is that an exclusion because employee error or willful acts by employees is not 
covered?

Does having a policy with cyber coverage 
mean that the business is covered ? 

When coverage for cyber events was first added to 
commercial policies, there wasn’t any history for insurers 
to judge the probability of an event or the costs related to 
different types of events. Insurers are seeing that their loss 
ratios are going up, they are losing more money on these 
policies, so they are raising rates and adding exclusions.
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How can I be sure our data 
protection is “reasonable” ? 
Your best protection is to align with a recognized cyber 
framework. At a minimum, align to the National Institute 
of Standards and Technology Cyber Security Framework 
(NIST CSF). US compliance requirements are all based 
on NIST CSF. CSF is also the framework our government 
made available for public use, so it takes away the debate 
about whether or not your data protection is reasonable.
wire transfer to the wrong account because a hacker 
tricked them, is that an exclusion because employee error 
or willful acts by employees is not covered?

Other benefits of alignment include:
 
 Identifying gaps in your protection that can    
 be addressed to avoid an incident

 Attestation of compliance can be shared    
 with customers, your Board, investors, and    
 other stakeholders

 Protection from regulatory fines        
 and legal judgments may apply under   

Does having a policy with cyber coverage 
mean that the business is covered ? 

Lack of proactive effort to identify and remediate 
risks and any chain of evidence in emails where 
the C-level was advised of risks and did not take 
action.ent
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Suggested References: 

Data Breach Cost Calculator: https://eriskhub.com/mini-dbcc

Damage Control by Joseph Brunsman: https://www.amazon.com/Damage-Control-Cyber-Insurance-Compliance/
dp/057866416X

The Current State of Cyber Insurance:
https://conversationalgeek.com/podcast/episode-2-the-current-state-of-cyber-insurance/

US State Privacy Legislation Tracker: https://iapp.org/resources/article/us-state-privacy-legislation-tracker/

NIST Cybersecurity Framework: https://www.nist.gov/cyberframework/framework

About Katalyst

For over 16 years, Katalyst has helped organizations create and execute their technology 
vision to go further, faster. From addressing complex challenges to embracing exciting 
opportunities, clients trust our team’s experience and expertise across cybersecurity, 
modern infrastructure, and cloud computing.

Take your next step forward with advice you can trust and a tailored solution from our 
comprehensive suite of on-demand and ongoing IT services — if you are not 100% 
satisfied with our services, we will either make it right or refund you for the last 30 days of 
service.

https://www.katalystng.com/schedule-call

